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1. Does cyber insurance cover legal, forensic, ransom negotiator and 

crisis communications?

2. Do you have a relationship with legal counsel who is experienced 

with handling a cyber incident?

3. Are your preferred incident response vendors pre approved by the 

insurance company?

4. Do you know your insurance company’s 24/7 hotline to report a 

claim even on a weekend?

5. Do you understand how the deductible works and are there 

different deductibles for different claims or expenses?

6. Do you allow at least 4 months before you renew a policy for 

underwriting to allow you to compare quotes and underwriting?

7. Do you have a written incident response plan? Do you have printed 

copies?

8. Is your engagement letter with cyber legal counsel already in 

place?

9. Have you role-played talking to an angry customer during a cyber 

incident?

10. Have you role-played talking to the media during a cyber incident?

The Red Clover Advisors team of industry experts and certified practitioners help companies 
leverage the power of privacy management software from implementation to support with privacy 
impact assessments, compliance with global privacy laws, and staying up to date as new laws are 
introduced. Our team of privacy experts can help you navigate through best practices and 
strategies for your organization. Reach out today!
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