2024 Data Inventory Risks

What You Don’'t Know Can Hurt You

Most businesses work hard to protect privacy for data they intentionally collect. But what about data
that they inadvertently collect - and are still required to protect?

This report is informed by data collected by Red Clover Advisors from data inventory assessments in
the last two calendar years. The following are the leading areas missed by companies when assessing
their compliance obligations.

Regulatory Issue % of companies out of compliance

.. Sensitive personal information (SPI), is
Sensitive Data protected data under GDPR and U.S. state
privacy laws. It includes political affiliations,
religious, spiritual and philosophical beliefs,
race or ethnicity, and more.

Vendor contracts need to follow GDPR and US
state privacy laws, ensuring they include terms
about how personal information is handled,
protected and transferred.

Vendor Contracts

Data Retention Covered businesses are required to have and

follow a policy of data deletion after a set
period of time.

The rules around selling or sharing personal information
Sell/Share are complex and often change, including what counts as
"selling" or "sharing," which can vary by law and involve
anything from direct sales to indirect data transfers
between businesses.

Universal Opt'o ut This strengthening of individual rights is relatively new

and is currently changing frequently at the state level.

Children’s Data 50% Children’s data is frequently collected by the business

without the privacy team'’s knowledge.

0 Companies must provide ways to enable individuals

50 /0 to exercise their rights under different privacy laws,
ensuring they have control over their personal
information.

Individual Rights

. Cookie banners fail to meet regulatory requirements.
COOkle CEL LSS 44% Issues include the incorrect setup of buttons, the use of
prohibited colors, patterns and fonts, and failure to
honor the unsubscribe request.

Cross-Border Transfers 44% Cross-border transactions between the EU and US have

well-defined privacy control requirements.
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Learn more at redcloveradvisors.com/research

DISCLAIMER: The materials available in this document are for informational purposes only and not for the purpose of providing legal advice. Red Clover Advisors, LLC is not a law firm,
and if you need legal advice, please contact a competent attorney to provide appropriate legal advice with respect to your sp ecific concern.
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